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Understanding MS Office (2010) internal metadata
User editable and how

Effect of edits (hash)

Failure to Update (reliability?)
Internal structure

Internal metadata updates ?

Cross application file compatibility
Print
Word Count

Understand the “spoof”

Educated user to IT Professional

Detection of Spoofing
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| General | Security | Details | Previous Versions |

Property Value

Content status
Specify the subject Content type

Word count
Character count
Line count
Paraaraph count
Template CatzenForensiclLetterHead .dot
Scale No
; i

. Language
Company Calzen Computer Consulting e
Manager Size 26.3 KB

Content created  7/8/2011 11:40 AM Date created 2/6/2014 1:15PM
Date last saved  10/27/2011 10:23 AM Date modified 10/27/2011 10:23 AM

Last printed 8/30/2011 1225 PM Date accessed  2/6/2014 1:15PM
Total editing time  00:30:00 Offline availability

Remove Properties and Personal Information Remove Properties and Personal Information

ook ][ Cancel ][ ooy | OK ) cCancel ][ fopty |
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Description

Title test

Subject subject

Taas none

Categories

Comments does this change mod date
Origin

Authors Techno

Lastsavedby  Your User Name

Revision number 1

Version number 1

Programname  Microsoft Office Word

Company Nuix

Manager Condon

Content created  7/8/2011 11:40 AM

Date last saved  10/27/2011 10:23 AM

Last printed 8/30/2011 12.25 PM

Total editing time  00:30:00

Remove Properties and Personal Information

OK ][ Cancel ][ Acply
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* Note FS — Modified changed

 Content Did not
— Files MD5 Changed

File
Size 263 KB
Date created 2/6/2014 1:15 PM
Date modfied 5/25/2014 8:54 AM
Date accessed  2/6/2014 1:15PM
Cffline availabilty
Offline status
Shared with
Computer FOREMSIC4 ¢his computer)

Cortent created 77872017 17:40 AM
Date last saved 10727720011 10:23 AM
Last printed 87302011 1225 PM
Total editing time  00:30:00

m
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Properties =

Size
Pages
Words

Total Editing Time

Title

Tags
Comments
Template
Status
Categories
Subject
Hyperlink Base
Company

Related Dates
Last Modified
Created

Last Printed

Related People

Manager

Authar

Last Modified By

26.3KB

3

563

30 Minutes
test

nane

does this change mod date
CatzenForensicletterHead.dot

Add text

Add a category
subject

Add text

Muix

10/27/2011 10:23 AM
7/8/2011 11:40 AM
8/30,/2011 12:25 PM

Condon
Specify the manager

Techno
Add an author

Your User Name

Related Documents
Bl Open File Lacation

Show Fewer Properties
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* |Internal structure

| 1, Philip Blazer CatzenCV.zip

L _rels

. docProps

. word
L _rels
. media
. theme

| 4, Philip Blazer CatzenCV.zip -
L _rels
| docProps |

|1, Philip Blazer CatzenCV.zip -

L _rels
| docProps
A word

o_rels
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Mame

@ app.xml

i

=] corexml

Mame

@ documentxml.rels

al

headerl . xml.rels

@ settings.xml.rels

1, Philip Blazer CatzenCV.zip
. _rels
| docProps
1) word
L _rels
. media
. theme

~

Name

L _rels
. media
| theme

2| documentxml

15 endnotes.xml

2| fontTablexml

l‘_é’j footerl.xml

[é] footnotes.xml

|‘:1’] headerl.xml

(= settings.xml

@ stylesxml

2 stylesWithEffectsxml
[é] webSettings.xml



i

Core.xml|

— Title

— Subject

— Creator (Author)

— Tag

— Comment

— Last modification by
— Revisions

— Dates (GMT)

* Created

* Modified
— Category
— Status
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* App.xml -notable
— Template name
— Total time (accuracy?)
— Words (not always accurate)
— Characters (includes CRLF)
— Characters with spaces
— Version



e Document.xml

— Actual content

 Word/Media
— Embedded images etc

 Word/ rels/Settings.xml.rels

— Identifying path to custom template
* May help identify original source

'i'a rget="file:/// C:"I:Ifh‘:lcu me_'nt-_-r.% :ZI]E:I nd%!l]Sett.ingﬁ\. BlazerC.Catzen\Desktop\CatzenForensicLetterHead.dot"



* Given version number testing is essential

| General | Securty | Details | Previous Versions

Property Walue o
Manager MyManager

Cortert created  5/29/2014 3:54 AM

Date last saved  5/25/2014 10:03 AM

Last printed

Total editing time  00:04:00

Content LI Testthis to see if it added a correct count of words.
Content status My Status

Cortert type It should be 16

Panas
Waord count 10
Lharacter cou b

Line count 1

Paragraph court 1 5 Page:1of1 | Wordsi16 | <% |
Template Maormal dotm

Scale Mo

Links dirty? Mo

Language

File -

Remove Properties and Personal Information

OK || GCancel || ooy |
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* Note Zip Header

Volume I

of f==t

nooogoao
nooooole
nooogo3z
nooogo4ds
nooo00e4

ananmnnnn

File

1

&0
a7
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BC
on

mnn

Preview | Details | Gallery | Calendar | Legend
1 2 3 4 5 6 7 g 9 10 11 12 13
4B 03 04 14 00 06 00 02 00 00O 00 21 00
g2 81 01 00 00 2E OS5 0O 00 13 o0 0& o2
EE 74 65 6E 74 SF G54 79 70 &5 73 5D ZE
20 42 04 02 28 A0 00 02 00 00 00 00 00
o0 oo 0o 00 o0 00 0o 0o 00 00 a0 oo oa

mnn

mnn

mnn

mnn

mnn

mnn

mnn

mnn

mnn

mnn

mnn

mnn

mnn

14

04
LE
78
on
on

mnn

15

24
413
6D
on
on

mnn

syne | - |#4= |@=
PKUT -c | 5 |
11 I [C
ontent_Twvpes]  ®Zn

1 e -

* Change to zip and extract core.xml

e Edit core.xml

* Return to zip



* Internal modified time has changes on
core.xm|

e Before

| Name “Attr. | Created

1 Modified | Accessed i

" Name 1 At | Created 1 Modified | Accessed
_ID ccccc ml ch 05/28/2014 16:11:18 -5
_| D app.xml



15t challenge was to find the dates presented

— Located them in 2 places

— 10 Bytes in from start internal PK markers
— Dos 32 bit Date format

— Zeroing out sets date to 1/1/1980 00:00:00

oool3es0  FF FF 03 00 &0 oo @9 = gyt PE-4 9 g 1l
oo01%e5%s BC 44 24 DL 70 1D 3F Dl DD DD 81 IZIE EID oo 11 DD MD=lpt ? SIE
ooo13?12 08 01 64 6F 63 50 72 6F 70 73 2F 63 &F 72 65 2E © docProps-core.
DDDI‘H?EB 8 6D BC 20 A2 04 D1 28 A0 OO0 O1 OO0 OO 0D OO0 OO0 | =ml & O

R ] R T e L T N T = = T S A Y T = T = T = T T = T

Value to Decode: IE':'JEQEICIH

Date & Time: |wEd, 28 May 2014 17:11:18 Local




16 bit date

— yyyyyyym mmmddddd

* v =Years from 1980
* m=Months 1-12
* d =Days 1-31

16 bit time

— hhhhhmmm mmmbbbbb
* h=hours 0-23
* m= minutes 0-59
* b= 2 second intervals 0-29



 Default date time 00 00 21 00
— Shown in unhacked file

oo013eso
0o001%e3e6
ooo13712

nooz4o80
nooz4096
oooz4112
nooz4128
oooz4144

R ]

— 0x21 0x00 = 100001 00000000

FF
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Wit PELY9 - o
| % ITEG - 4

¢ docProps-core.

hEffect=s . zmlPK -
-9 -1 | ¢ ITE
i | ER |

aL docPro
pe-core. =nlPE -

e Referring back to dos date = year 0 month 1 day 1

— Jan 1, 1980 — should be 0x00000000
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60 6C 50 4B 01 02 14 00 ffects.xnlPK -

11 | D app.xml

c

nooz40ed 66 66 65 63 74 73 2E 78

00024080 14 00 00 00 03 00 0 00 21 00 24 DS 70 10 3F 01 9 I:I | =0p+ 7

oooz409e 00 00 81 02 00 00 11 00 @0 a0 00 00 0o 0o a1 oao 1 4

oooz4112 20 00 00 00 E4 4C 00 00 &4 &F 63 50 72 6F 70 73 al docProps

0ooz4128  2F 63 6F 72 65 2E 78 6D 6C 50 4B 01 02 14 00 14 score.znlPK -9 7

WSMIrnlParsingHackedFixed. docddocProps

v ID | Name \CAttr. | Created 1 Modified | Accessed
a8 _chure.me ch



Copy document

Edit document

Edit core.xml —

Remove archive bit (new as of 6-1)

Hack date time stamps of core.xml in PK container
Move to FAT

Hack directory entry for file to change modified date

— We are going to make modified date 4-23-12 @12:00
* 4097600D



Now we have File on FAT 32 volume and can
move back to NTFS Volume with created and
modified intact.

* Optionally since move will give new MFT

record number we could tunnel over original
file and adopt original file MFT record SIA
created date

— In this instance there is no need to hack the
created date time but still have FNA or tunnel in
journal

uuuuu
nnnnnnn



Corp.

L]
*S Fil
ource rilie
Marne Date modified Type Size Date created
UshIrnlParsingClean.docx 4/23/201212:00 PM  Microsoft Word D... 24 KB 4/23/201212:00 PM
UsMIrnlParsingHackedFixed. docx 5/28/2014 5:37 PM Microsoft Word D... M KB 5/28/2014 5:15 PM
UshIrnlParsingHackedUnfixed.docx 5/28/2014 5:13 PM Microsoft Word D... 24 KB 5/28/2014 5:06 PM
* Copiedt direct
opleda to new dairectory
Mame Date modified Type Size Date created
UsMJrnlParsingClean.docx 4/23/201212:00 PM  Microsoft Word D... 24 KB 5/29/2014 2:43 PM
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W Insert Page Layout References Mailings Review View Acrobat
P & Cut Times NewRom + 12~ A" A" | Aav | B =+ i=-%Z- |[EEEE 4| O
. 23 Copy imes Hew Rom A = = - s AaBbCcDe | AaBbCcDe AaBbCi AaBbCc Aa]j Aalf
Paste - 2 ,W,Av.ggg == i ; ; i
: # Format Painter B 7 U ~abke x, x* -y % = = = = THormal |7 Mo Spaci.. Headingl  Heading 2 Title Sul
Clipboard [P Fant P Paragraph [P
Mavigation - [:] i 1 Ea i C 1 i 2 ] 3 ] 4 ] 5
=] 0 T 0 T 0 0 0 0 0 0 0
Search Document 2o
oa | = S
o] |1
[ = )
Syntax
Members ] Applies to: desktop apps only
Remarks

Reguirements

See also
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This is the line I added and saved at 14:45 on 3-29-14

Contains the information for an update sequence number (U5SN) change journal version
work with change journal versions earlier than 2.0. Prior to Windows & Consumer Previ
was named USN _RECORD. Use that name to compile with older SDKs and compilers

Syntax
typedef struct {
DWORD BecordLength:
WORD MajorVerzion:
WORD MinorVerzion;
NWORNT.ONG FileReferenmelumher:



-
9 USNJrnlParsingClean.docx Properties

| General | Securty | Details | Previous Versions

Property Value

Program name Microsoft Cffice Word
Comparmy

Manager

Content created  4/23/2012 11:58 AM
Date last saved 572972074 2:46 PM
Last printed
Total editing time  00:03:00

Content

Cortent status

Contert type

Pages 9
Word court 1838
Character court 10475
Line count &7
Paragraph court 24

Template Mormal dotm
Scale ]
Links dity? Mo

Bemowve Properties and Personal Information

| ok || Ccancel




e change core.xml content

<dcterms:modified xsi:type="dcterms:wW3CpTF ">2012-04-23T15:58:00Z</dcterms :modified>

e Add back into zip

Catzen
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Name

@ app.xml

=] corexml

Type Compressed size Password ... = Size
AML Document 1KB Mo 1KB
XML Document 1KB Mo 1KB
s
Copy File u

There is already a file with the same name in this location.
Click the file you want to keep

2 Copy and Replace
Replace the file in the destination folder with the file you are copying:
corexml

core (C\Users\blazerc\Desktop'\Mew folder (117)
Size: 647 bytes
Date modified: 5/29/2014 2:52 PM (newer)

2 Don't copy
Mo files will be changed. Leave this file in the destination folder:
corexml
Size: 647 bytes
Date modified: 12/29/1599 7:.00 PM




Ul view before

. ¥ MNew folder (3) » USMImlParsingClean.zip » docProps - | -‘fl | Search docProp
T
Extract all files
B it Marne B Type Compressed size Password ...  Size Ratio Date modified
P = appaml XML Document 1KE Mo 1KB 51% 12/29/1899 7:00 PM
oads | = corexml XML Document 1KE Mo 1KB 51% 5/29/2014 2:52 PM
t Places

o Edit Date oo

o~ HoU0 uu Ul 21 uu| ¥ _relss.relsPE !
1 Select Mode (globally) =% JJE 06 00 00 77 6F I_wii % P wo
3 0 4B 01 02 14 00 rds_rels<document  =ml rel=FK
3 0 00 00 00 00 00 & ». b
3 Read-only Mode (=write-protected E 01 02 14 00 14 word-/docunent  =mlPE
3 Default Edit Mode (=editable) D 00 oo 00 DO 0D Lofcy =
3 e Rl A F o ) D &C 50 4B 01 02 o8  word-stheme-sthemnsl  =mnlFE
] In-place Mode (=editable) . | | whs 1+
3l C 50 4B 01 02 14 ¥? word-settings. =mlPE
3 Cancel Hel 0 00 00 00 0o oo | 2 Ew@ &
7 — =2 | g 6D 6C 50 4B 01 zC word- webSettings. =mlPE
T, A0 00 00 00 00 00 [ 1 P t=
1 2F 73 74 79 eC 65 73 57 69 Y4 68 45 66 66 65 63 74 iE word-styvlesVithEffect
08 00 9B 76 BD 44 22 81 24 10 3E 01 00 00 87 02 00 =.=mlPK IwsD" *® > 1
JDF 4D 00 00 o4 6F 63 50 72 ©F 70 73 2F o3 6F 72 &5 BY docPropsrcore
3 00 00 00 21 00 4E 23 8D 85 3B 07 00 00 eD 34 00 00| .=mlPK I Ha 1; m:
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73 74 79 6C 65 73 57 69 74 68 45 66 A6 BE 63 T4 iE wordsstylesWithEffect
oo oo 00 21 00 22 81 2A4 10 3E 01 OO 00 87 02 00 =.=ZmlPE I |
4D 00 00 64 &F 63 50 72 &oF 70 73 2F 63 6F 72 65 BM docProps-core
oo oo 21 00 4E 23 8D 85 3B 07 00 00 6D 34 00 00 . =mlPE I HE 1: m:
0o oo 77 eF Y2 64 2F 73 74 79 6C 65 73 ZE 78 6D TP word-=styvles.=Zm
00 FE AF 7B DD EC 01 00 00 AE 0% 00 00 12 00 00 @ 1FE | b {¥i =]
6F 72 64 2F 66 6F BE 74 54 61 62 6C 65 ZE 78 6D BW  word<-fontTable.xm
nn Fr 9N FC4AFE FER 01 00 nn E3 03 0on non 1n nn nn b 1PE I A iH& A
Related Dates
Information about USNJrnlParsingClean Last Modified  4/23/2012 11:58 AM
ChUsershblazerc\Desktop\Mew folder (9\USMIrmIParsingClean.docx Created 42372012 11:55 AM
Last Printed Mever
Print E-mail Burn Mew folder
Mame Date modified Type Size Date created

UsMIrnlParsingClean.docx
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5/29/2014 2:00 PM

Microsoft Waord D...

25 KB 5/20/2014 2:43 PM



Second (and last) long entry

i

B I I I I I
0x42 - 0xOF | 0x00 [NeK &
I I I I sum I
0x0000 OxFFFF OxFFFF OxFFFF OxFFFF 0x0000 OxFFFF OxFFFF
B | | | | |
0x01 oxOF | ox00 [CNeK| 4
| | | sum I
i C k b 0x0000 | ?
B ! | | |
T H E Q U | ~ 1 F (@) X | 0x20( NT Create time
| I | | I
Last access Last modi- | Last modi- | . .
Create date date 0x0000 fied time fied date First cluster File size

Short entry
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—— First long entry




* Open in HEX Editor and change dir entry

01 55 00 53 00 4E 00 44 00 72 00 OF 00 96 6E OO0 6C 00 50 00 61 72 00 73 00 00 00 e% 00 eE OO0

55 53 4E 44 52 4E YE 31 44 4F 43 20 00 5B 6A 75 ED 44 ED 44 00 UD 0C 78 BD 44 03 00 15 60 00 [0

nn - nn nn no nnonon nno nn nn - nn nn non nnonon nn nn nn nn oo nnonon nn nn o nn nn no nn ono nn oo nnonn
BgClea In doc= vy

OSNJIr In 1 Par= in

USHIEN™~1D0C [ jukD&D zxD ’

CL 53 4E 44 G52 4E 7YE 31 44 4F 43 20 00 5B 00 e0 97 40 97 40 00 00 00 60 97 40 03 00 15 e0 00 OO0

nn nn nn nn on nn oo nn o oo nn nn on nn on nn on o nn on nn nn on nn on nn o on nn on nn nn oo nn nn

-:-f

USE DISK (F:) ~ | 4 || Search UsB DIsK (Fy

Burn Mew folder =+ [
pi Name ° Date modified Type Size Date created Date accessed

USNImIParsingClean.docx
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4/23/2012 12:00 PM

Microsoft Word D...

25KB  4/23/201212:00 PM

4/23/2012 12:00 AM



(Root directory) I [l ——

o D.USMmIParsingClean.dou{ (12) |A 0472372012 12:00:00 LT 04/23/2012 12:00:00 LT 0472372012 LT 0472372012 10:58:00 -5
|71 Free snace (net)
" Mame " Attr. | Created 1 Medified | Accessed " Record update " Content created «
L
| D corexml ch
H D app.xml c
Catzen
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* Since we have figured out how to remove the
archive bit, the only artifact left is a date time
stamp mid document associated with the
internal structure as shown below.

nool1zao
00011296
ooo113lz
ooo11328

uter
Consulting
orp.

FF FF 03 00 50 4B 03 04
C1 4 3D 7D 04 78 3E 01
o0 00 64 6F 63 50 Y2 6F
78 6D 6C 9D 92 S51 4B C3

14 00 00 00 08 00 03 3B
oo 0o g7 02 oo o0 11 00
70 73 2F 63 6F 72 £5 ZE
a0 14 85 DF 05 FF 43 C9

¥y FPK

AD=1 = 1
docProps-core.

znl CQEED IR ¥CE
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