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Goals 

• Understanding  MS Office (2010) internal metadata 
– User editable and how 

– Effect of edits (hash) 

– Failure to Update (reliability?) 

– Internal structure 

• Internal metadata updates ? 
• Cross application  file compatibility 

• Print 

• Word Count 

• Understand the “spoof” 
– Educated user to IT Professional 

• Detection of Spoofing 



MS Office Word 2010 in Windows 7 



Post Edit 



After Close and Re-Open 

• Note FS – Modified changed 

• Content Did not 

– Files MD5 Changed 

 



Full Word metadata listing 



Component parts  

• Internal structure 



Metadata location 

• Core.xml  
– Title 
– Subject 
– Creator (Author) 
– Tag 
– Comment 
– Last modification by 
– Revisions 
– Dates (GMT) 

• Created 
• Modified 

– Category 
– Status 



Metadata location 

• App.xml -notable 

– Template name 

– Total time (accuracy?)  

– Words (not always accurate) 

– Characters (includes CRLF) 

– Characters with spaces 

– Version 



Metadata Location 

• Document.xml 

– Actual content 

• Word/Media 

– Embedded images etc 

• Word/_rels/Settings.xml.rels 

– Identifying path to custom template 

• May help identify original source 

 



Not Always Accurate 

• Given version number testing is essential 



Changing the “protected” data 

• Note Zip Header 

 

 

 

• Change to zip and extract core.xml 

• Edit core.xml 

• Return to zip  



How can we tell 

• Internal modified time has changes on 
core.xml 

• Before 

 

 

• After 



Internal Dates 

• 1st challenge was to find the dates presented 

– Located them in 2 places 

– 10 Bytes in from start internal PK markers  

– Dos 32 bit Date format 

– Zeroing out sets date to 1/1/1980 00:00:00 

 



Dos Date Time Stamp refresher 

• 16 bit date 
– yyyyyyym   mmmddddd 

• y = Years from 1980 

• m = Months 1-12 

• d =Days 1-31 

• 16 bit time 
– hhhhhmmm mmmbbbbb 

• h= hours 0-23 

• m= minutes 0-59 

• b= 2 second intervals 0-29 



Hacking the time stamps 

• Default date time 00 00 21 00 

– Shown in unhacked file 

 

 

 

 

– 0x21 0x00 = 100001 00000000 

• Referring back to dos date = year 0 month 1 day 1 
– Jan 1, 1980 – should be 0x00000000 

 



After the hack 



Real world application 

• Copy document 

• Edit document 

• Edit core.xml –  

• Remove archive bit (new as of 6-1) 

• Hack date time stamps of core.xml in PK container 

• Move to FAT  

• Hack directory entry for file to change modified date 
– We are going to make modified date 4-23-12 @12:00 

• 40 97 60 0D 



More 

• Now we have File on FAT 32 volume and can 
move back to NTFS Volume with created and 
modified intact. 

• Optionally since move will give new MFT 
record number we could tunnel over original 
file and adopt original file MFT record SIA 
created date 
– In this instance there is no need to hack the 

created date time but still have FNA or tunnel in 
journal  



Source File and Copy to FAT 

• Source File 

 

 

 

• Copied to new directory  

 

 



Edit Document 



Note metadata 



Hack metadata (core.xml) 

• change core.xml content 

 

 

• Add back into zip 

 

 



Hack internal dates 

• UI view before 

 

 

 

• Edit Date 

 



After Edit 



Fat32 Directory Entry 



Fix date time in FAT 

• Open in HEX Editor and change dir entry 

 



Inspect File 



Detection 

• Since we have figured out how to remove the 
archive bit, the only artifact left is a date time 
stamp mid document associated with the 
internal structure as shown below. 
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